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General English

Level

STARTER
ELEMENTARY
PRE-INTERMEDIATE
INTERMEDIATE

UPPER-INTERMEDIATE

Special Courses
BUSINESS 1
BUSINESS 2
CONVERSATION 1

CONVERSATION 2

Duration

15 Week

15 Week

15 Week

15 Week

15 Week

Duration

4 Week

4 Week

4 Week

4 Week

&l dslll Olygs

Hours

3.5 Hour
3.5 Hour
3.5 Hour
3.5 Hour

3.5 Hour

Hours
3 Hour
3 Hour
3 Hour

3 Hour
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60 Hour




—

,Jﬂ s.,.unla.“ Olyes

duawazill Olyeall

Slogleall gol -1

IT SECURTY ilagleall Lisglgiss cal
40 2 CHE CertifiedEthicalHacker
25 1. SSCP Systems Security Certified Practitioner

CCNA Routing & Switching
40 2 CCNASecurity
40 1 CCNPSecurity

Ca.ég.mg)g.a.o -3

Installing and Configuring Windows Server 2012

20 3 Administering Windows Server 2012
20 3 Configuring Advanced Windows Server 2012
40 2 SharePoint 2013 administration

introduction to swift general knowledge

2 1 payments and cash management - using fin messages
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1 Trade
1 Interface
1

treasury management using fin messages

Swift Net Security
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40
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30
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1 Oracle Unix and Linux Essentials

1
1
1
1
1
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Oracle Solaris 11 system Administration

Oracle Solaris 11 Advanced System Administration
Oracle Database 12c SQL Fundamentals

Oracle Database Data Guard

Oracle Real Application Clusters (RAC)

Oracle Database 12c install and upgrade Workshop
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CHE Certified Ethical Hacker 35,55
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e  Module 01: Introduction to Ethical Hacking

e Module 02: Foot printing and Reconnaissance

e Module 03: Scanning Networks

¢ Module 04: Enumeration

e Module 05: System Hacking

e Module 06: Trojans and Backdoors

e Module 07: Viruses and Worms

e Module 08&: Sniffers

e Module 09: Social Engineering

e  Module 10: Denial of Service

e Module 11: Session Hijacking\,

e Module 12: Hacking Webservers

e Module 13: Hacking Web Applications

e  Module 14: SQL Injection)|

e  Module 15: Hacking Wireless Networks

e Module 16: Evading IDS, Firewalls, and Honeypots

¢ Module 17: Buffer Overflow

e Module 18: Cryptography

e Module 19: Penetration Testing
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VMware vsphere 3,93
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v Course Introduction
e Introductions and course logistics
* Course objectives
e References and resources
v Software-Defined Data Center
e Introduce components of the software-defined data center
e Describe where vSphere fits into the cloud architecture
¢ Install and use vSphere Client
e Overview of ESXi
v' Creating Virtual Machines
e Introduce virtual machines, virtual machine hardware, and virtual machine files
* Create and work with virtual machines and templates
¥' vCenter Server
e Introduce the vCenter Server architecture
e Deploy and configure vCenter Server Appliance
e Use vSphere Web Client
e Manage vCenter Server inventory objects and licenses
v'  Configuring and Managing Virtual Networks

e Describe, create, and manage standard switches
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e Configure virtual switch security and load-balancing policies
e Create, configure, and manage vSphere distributed switches, network connections, and port groups

v Configuring and Managing Virtual Storage

¢ Introduce storage protocols and storage device types

e Discuss ESXi hosts using iSCSI and NFS storage

e Create and manage VMFS and NFS datastores

¢ Introduce VMware Virtual SAN™

e Introduce Virtual Volumes
v' Virtual Machine Management

e Use templates and cloning to deploy new virtual machines

e Modify and manage virtual machines

s Perform vSphere vMotion and vSphere Storage vMotion migrations

e Create and manage virtual machine snapshots

s Create vApps

e Introduce the types of content libraries and how to deploy and use them
v'  Resource Management and Monitoring

e Introduce virtual CPU and memory concepts

e Configure and manage resource pools

e Describe methods for optimizing CPU and memory usage

e Use various tools to monitor resource usage

e Create and use alarms to report certain conditions or events

e |dentify and troubleshoot virtual machine resource issues

e Introduce vRealize Operations Manager for data center monitoring and management
v' vSphere HA and vSphere Fault Tolerance

e Explain the vSphere HA architecture

e Configure and manage a vSphere HA cluster

e Use vSphere HA advanced parameters

e Introduce vSphere Fault Tolerance

e Enable vSphere Fault Tolerance on virtual machines

e Introduce vSphere Replication

e Use vSphere Data Protection to back up and restore data
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v' Host Scalability
e Describe the functions and benefits of a vSphere DRS cluster
e Configure and manage a vSphere DRS cluster
e Work with affinity and anti-affinity rules
e Use vSphere HA and vSphere DRS together for business continuity
v' vSphere Update Manager and Host Maintenance
e Use vSphere Update Manager to manage ESXi patching
e Install vSphere Update Manager and the vSphere Update Manager plug-in
e Create patch baselines
e Use host profiles to manage host configuration compliance
e  Scan and remediate hosts
v Installing vSphere Components
e Install ESXi
¢ Introduce vCenter Server deployment options
e Describe vCenter Server hardware, software, and database requirements
» Discuss installation of vCenter Server Appliance and a vCenter Server instance

¢ Demonstrate vCenter Server installatio
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ITIL Information Technology Infrastructure Library 3,95
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v Chapter 01

Introduction

to | TSM

Introduction to ITSM

35m

IT's Total Cost of Ownership (TCO)
ITSM's Value to the Business

IT Service Management (ITSM)
Critical Success Factors (CSF)
Need to Know ITSM Concepts
IT Service Provider Model

IT Service Provider Domain Map
IT Governance

IT Service Lifecycle Management
IT Resource Management

IT Quality Management

IT Security Management

IT Service Provider Capability Model

L ITSM.
hid ddase  dblise ol dmyls ol ddoe @
poxa JS lgdhdw il Slegudgall o 8500l (Soixa
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® The Service Provider Model Deployed

e Good Practice

e Service

e Function-
® Process

* -Role

e Chapter 01

e Review

v Chapter 02
® Introduction to ITIL Version 3
e Introduction to ITIL Version 3
e 16m
e |TIL History
e |TIL Description
® ITIL v3 Service Lifecycle
e |TIL v3 Service Lifecycle Management Processes
® Managing Services with ITIL
e Chapter 02 -

e Review

v" Chapter 03
® Service Strategy
e Service Strategy
e The Service Lifecycle
e Service Strategy Objective
e Service Strategy Processes
e Service Stategy -
®  Principles

e Value Creation
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Utitlity& Warranty

Service Assets

Service Provider Types
Service Portfolio

Service Portfolio Management
Chapter 03 -

Review

v' Chapter 04

L[]

Service Design

Service Design

The Service Lifecycle
ITSM Service Design Objective
Service Design Processes
Service Design Principles
Service Portfolio Design
Technology Design
Process Design
Measurement Design
Service Provider Models
Chapter 04 -

Review

v Chapter 05

Service Transition

Service Transition

13m

The Service Lifecycle
Service Transition Objective

Service Transition Processes
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e Service Transition Goals
e Service Transition Value to the Business
e Chapter 05

e Review

v Chapter 06
e Service Operation
e  Service Operation
e The Service Lifecycle
e Service Operation
e Objective
e Service Operation Processes
® Service Operation Technology Domains
e Service Operation Management Domains
® Service Operation Goals
® Service Operation Principles

e Service Operation Value to the Business

e Chapter 06
e Review
v' Chapter 07

e Continual Service Improvement
* Continual Service Improvement
e The Service Lifecycle

e (S| Objective

e CSl Model

e CSl Goal

e The Principles of CSI

s (CSI Benchmarks

e Ownership
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e Drivers

® Service Level Management

e Continual

® |mprovement

e Service Measuring & Reporting Frameworks
e Chapter 07

® Review

e Course Closure
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SSCP Systems Security Certified Practitioner 3,55
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e Introduction
e Authentication
e Networking
e  Malware
* Risk, Response, and Recovery

* Monitoring and Security

e Program Details

By00ly dblyiil azy el lgiinews il Blandl of Cuysioll lgauiSaw Ll Sllgall

Jbisdly bl 8 pa0 dnélSag ddslall Slaysgills daclaizdl duwsiglls Sluwg il dnslSe o

lass wocsall s Jilally JLidly spaills

:8y0al § byiniy LS iysiall § drolbaall dpuasall il lgall

-l pesg Bl Canladly Sosisg Juglidl plhisy glo oSy ol e
155001 (05

gorl : zalodl

LI 5 gocul JS alidl @

Liogs Slel 5 2 Luagy wlell @

www.ibfs.edu.ly 83 021 490 2148 88 auloll 9 16 pnoll Silwlyall aman §§




8594l o5Leixl Az ysdall lgele Juaniow Sl 33lgaall
sagmall e Byl Balgs
: sl duwwe o Bolgd @
M s ddss balgid posddl disay @
wilaws Cate 12 5 aliuo Gyaie 121 5598l waglbaall saell
o suslae 1 8y58l) Hesidall (ess3ell

www.ibfs.eduly 83 021 490 2148 88 auloll 9 &b pmoll il yall oo §§




CCNA Routing & Switching - CCNA Security - CCNP Security 593
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v" CCNA Routing & Switching

Network Fundamentals

LAN Switching Technologies
Routing Technologies

WAN Technologies
Infrastructure Services
Infrastructure Security

Infrastructure Management WAN Technologies

¥v" CCNA Security

1.

2
3
4

&

o N o

Security concepts and threats

Implementing AAA using I0S and ISE

Bring Your Own Device (BYOD) :3

VPN technology and cryptography

IP security

Implementing IPsec site-to-site VPNs

Implementing SSL remote-access VPNs using Cisco ASA

Securing Layer 2 technologies
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9. Network Foundation Protection (NFP)

10. Securing the management, data, and control planes

11. Understand, implement, and configure Cisco firewall technologies

12. Cisco IPS fundamentals

13. Mitigation technologies for e-mail, web-based, and endpoint threats

v" CCNP Security

1. Implement an EIGRP based solution, given a network design and a set of requirements
2. Implement a multi-area OSPF Network, given a network design and a set of requirements
3. Implement an eBGP based solution, given a network design and a set of requirements
4, Implement an IPv6 based solution, given a network design and a set of requirements
5. Implement an IPv4 or IPv6 based redistribution solution, given a network design and a set of

requirements.

o

Implement Layer 3 Path Control Solution.
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#* Microsoft installing and configuring windows server 2012
v" Module 1: Deploying and Managing Windows Server 2012
*  Windows Server 2012 Overview
* Installing Windows Server 2012
s Post-Installation Configuration of Windows Server 2012
e  Overview of Windows Server 2012 Management
¢ Introduction to Windows PowerShell
v" Module 2: Introduction to Active Directory Domain Services
* Overview of AD DS
e Overview of Domain Controllers
» Installing a Domain Controller

v Module 3: Managing Active Directory Domain Services Objects
e Manage user accounts with graphical tools.
e Manage group accounts with graphical tools.
s Manage computer accounts.
e Delegate permissions to perform AD DS administration.
¥ Module 4 Automating Active Directory Domain Services Administration
e Using Command-line Tools for AD DS Administration
® Using Windows PowerShell for AD DS Administration
® Performing Bulk Operations with Windows PowerShell
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v' Module 6: Implementing Dynamic Host Configuration Protocol
¢ Overview of the DHCP Server Role
o Configuring DHCP Scopes
e Managing a DHCP Database
* Securing and Monitoring DHCP
v'  Module 7: Implementing DNS
+ Name Resolution for Windows Clients and Servers
e Installing a DNS Server
s Managing DNS Zones
¥ Module 8: Implementing IPv6
¢ Overview of IPv6
e |Pv6 Addressing
e Coexistence with IPv&
s |Pvb Transition Technologies
¥ Module 9: Implementing Local Storage
e Overview of Storage
e Managing Disks and Volumes
e Implementing Storage Spaces
v" Module 10: Implementing File and Print Services
e Securing Files and Folders
e Protecting Shared Files and Folders by Using Shadow Copies
e Configuring Work Folders
e Configuring Network Printing
v Module 11: Implementing Group Policy
e Overview of Group Palicy
s  Group Policy Processing
e Implementing a Central Store for Administrative Templates
v Module 12: Securing Windows Servers Using Group Policy Objects
e Security Overview for Windows Operating Systems
e Configuring Security Settings
e Restricting Software
e Configuring Windows Firewall with Advanced Security

¥" Module 13: Implementing Server Virtualization with Hyper-V
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e Overview of Virtualization Technologies
e |mplementing Hyper-V
e Managing Virtual Machine Storage

e Managing Virtual Networks
«» SharePoint 2013 administration

v' Module 1: Getting Started with SharePoint 2013
e Exploring SharePoint 2013 Site Collection and Site Administrator Roles
e Defining SharePoint Terminology
e Navigating a SharePoint Site
e Interacting with the Ribbon
e Creating and Editing Basic Content
¥" Module 2: Planning a Company Portal Using SharePoint 2013
e Defining SharePoint Governance
s  Working with Information Architecture
* |mplementing Site Hierarchies
v' Module 3: Creating a Company Portal
e Creating a Site Structure
e Defining SharePoint Apps
e Customizing Lists and Libraries
e Explaining Views on Lists and Libraries
e Creating Views on Lists and Libraries
e Modifying Navigation
v" Module 4: Creating Consistency across Sites
e Defining Site Columns
e Defining Content Types
e |Implementing a Taxonomy
e Configuring the Content Organizer
e Using Templates to Promote Consistency
v Module 5: Securing a Company Portal
e Explaining Permissions and Security in SharePoint
e Creating SharePoint Groups
e Managing Permissions within SharePoint

e Sharing versus Traditional Securit
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v'  Module 6: Customizing the Look of a Portal
e Changing the Appearance of the Portal
e Editing a Page
e  Working with Web Parts and App Parts
e Targeting Audiences with Content
v' Module 7: Extending a Company Portal
e Creating External Content Types
e Setting up an eDiscovery Center
e Exploring other Records Management Options
¥v" Module 8: Leveraging Web Content Management
e Enabling Web Content Management
e Managing the Structure of Web Content
e Navigating a Site Using Managed Metadata
e Configuring a Published Approval Workflow
¥ Module 9: Bridging the Social Gap
e Configuring Social Features in SharePoint 2013
e Creating a Community Site
v Module 10: Finding Information Using Search
e Exploring the Search Features of SharePoint 2013
» Configuring the Search Settings
¥" Module 11: Controlling and Planning for Growth
e Reviewing Governance for Site Administration
e Discussing the Execution of Governance
v Module 12: Administering a Company Portal Built on SharePoint 2013
e Exploring Settings for Site Collection Administrators
s Exploring Settings for Site Administrators
++ MCSA Microsoft certified solutions associate
1. Installing and Configuring Windows Server 2012.
2. Administering Windows Server 2012.
3. Configuring Advanced Windows Server 2012.
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Network Administrators.
Network Engineers.
System Engineers.
Security Analysts.

E-mail Administrators.

Windows System Administrators

e
»
>
F g
>
e
-

Microsoft Website Administrator / Web masters
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General Knowledge
Payments and Cash Management - Using Fin Messages
Trade Treasury Management using Fin Messages
Interface Security and Audit
Updates On New Swift initiatives
18500l ‘_3 byiy SS) ayazall ~_3 dyglball dacusall Slylgall
lleally plasdll hlass dsituell Slslaiedl pludl Labge o

HSTEVINYY
galol 7t goludl o
bl 5 goral Jspbdl o
Joags ileln 5 ; Luogy illeladl @
5300l ojleizl Amy Coyazall lgale Juanisen 3l B3lgdl
tageall e Blaldslgls e
Iﬂ:dpi&muiao.c Balgs e
tddgs Bolgdd eoaddll diSay @
worluo waie 15: 8y9all wglhall sasll
o2 sslaa t Bygall Homsiiall (93 ,3all

www.ibfs.edu.ly 83 021 490 2148 88 auloll 9 16 pnoll Silwlyall aman §§




Oracle 3,93
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Oracle Unix and Linux Essentials
Oracle Solaris 11 system Administration
Oracle Solaris 11 Advanced System Administration
Oracle Database 12c¢ SQL Fundamentals
Oracle Database Data Guard

Oracle Real Application Clusters (RAC)

B WON R W B X

Oracle Database 12c install and upgrade Workshop
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